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Abstract: With the rapid advancement of technology, network security faces a significant challenge due to the pro-
liferation of malicious software and its variants. These malicious software use various technical tactics to deceive or
bypass traditional detection methods, rendering conventional non-visual detection techniques inadequate. In recent
years, data visualization has gained considerable attention in the academic community as a powerful approach for
detecting and classifying malicious software. By visually representing the key features of malicious software, these
methods greatly enhance the accuracy of malware detection and classification, opening up extensive research op-
portunities in the field of cyber security. An overview of traditional non-visual detection techniques and visualiza-
tion-based methods were provided in the realm of malicious software detection. Traditional non-visual approaches
for malicious software detection, including static analysis, dynamic analysis, and hybrid techniques, were introduced.
Subsequently, a comprehensive survey and evaluation of prominent contemporary visualization-based methods for
detecting malicious software were undertaken. This primarily encompasses encompassed the integration of visuali-
zation with machine learning and visualization combined with deep learning, each of which exhibits distinct advan-
tages and characteristics within the domain of malware detection and classification. Consequently, the holistic con-
sideration of several factors, such as dataset size, computational resources, time constraints, model accuracy, and
implementation complexity, is necessary for the selection of detection and classification methods. In conclusion, the
challenges currently faced by detection technologies are summarized, and a forward-looking perspective on future
research directions in the field is provided.

Keywords: machine learning, deep learning, data visualization, malware detection and classification
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